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About me

Sandro Melo - aka CARIOCA - Currently | work at
Bandtec College, and also with Advanced Training,
Pentest, Response to Security Incidents and
Computer Forensic and student/candidate in a
Doctorate Program in TIDD/PUC-SP. | was born in the
beautiful city of Rio de Janeiro, Brazil. | moved to Sao
Paulo where | began my professional career in System
Security. Since 1996 | have worked mainly with
Linux/FreeBSD and FLOSS (Free/libre and Open
Source Software), Network Administration and | am
often a guest professor at quite a few universities all
over Brazil. | éarBuse Linux Engineer, LFSA and LPI
Level 3 Security.

| take great pride in everything | do, especially with my
work in Forensics. | have years of hands-on
experience with many of the core technologies and
have written many books and articles on security and
forensics. When not working or writing, | can be found
experimenting with the latest Open Source solutions,
installing new versions of the same Operation
Systems like Unix, such as Linux, FreeBSD or Mac OS
X and also some FLOSS tools because | find it
enjoyable. | truly have a deep passion for my work.

Email: sandro.melo@bandtec.com.br
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Concept about Computer Forensic
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Why Computer Forensic?




Why Computer Forensic

Because the Computer Forensic skills are not only important to
help criminalistics, it Is hecessary to respond security incidents
based on computers.

The Incident response is also a worry for the security of
iInformation in corporations nowadays.

There are security standards and norms that define the best
practices of security for companies around the world, for
Instance:

PCI DSS

ISO/IEC 27002

ISO/IEC 27035




ISO/IEC 27035

ISO/IEC 27035:2011 Information technology & Security
techniques & Information security incident management

Managing Incidents effectively Involves detective and
corrective controls designed to minimize adverse impacts,
gather forensic evidence (where applicable) and 0 | e the
| e s s mneynds of prompting improvements to the ISMS,
especially the implementation of more effective preventive

controls.




ISO/IEC 27035

Section 16: Information security incident management

16.1 Management of information security incidents and
Improvements

There should be responsibilities and procedures to manage
(report, assess, respond to and learn from) information
security events, incidents and weaknesses consistently and
effectively, and to collect forensic evidence.




ISO/IEC 27035

Content: the incident management process is described in five
phases closely corresponding to the five phases in the first
edition:
establish an information security incident
management policy, form an Incident Response Team etc.
someone has to spot and reportin e v e
that might be or turn into incidents;
someone must assess the situation to
determine whether it is in fact an incident;
contain, eradicate, recover from and forensically
analyze the incident, where appropriate;
make systematic improvements to the
Or gani zmanagemer@ of information security risks as a
consequence of incidents experienced.
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PCI DSS 3.1

Enable processes to provide for timely
forensic investigation in the event of a compromise to any
hosted merchant or service provider.

Without a trained and readily available
Incident response team, extended damage to the network
could occur, and critical data and systems may become
A pol |by tnapdrapriate handling of the targeted systems.
This can hinder the success of a post-incident investigation.

to compare log files from different systems
and establish an exact sequence of event (crucial for forensic
analysis in the event of a breach).




As aregards, a PCl Forensic Investigator (PFI)

The requirements are:

The existence of a dedicated forensic investigation practice
within your company

Staff with the necessary backgrounds and skills

Experience performing Investigations within the financial
Industry using proven investigative methodologies & tools;
and

Relationships with law enforcement to ensure you can
support any resulting criminal investigations







